
We received direct insight from more than 150 senior decision-
makers with responsibility or influence over fraud and risk strategy 

at businesses across Europe, the Middle East and Africa (EMEA).
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Nearly half (42.6%) of respondents say their fraud prevention 
resources are insufficient. In fact, the majority (54.5%) blame 

increasingly complex fraud types.

Approaches and challenges to resourcing 

The number of resources is insufficient

The team size is sufficient

There is a surplus of resources

Volume of fraud has increased faster 
than headcount

Growing complexity in case analysis

There are too many alerts and false positives 
generated by our fraud detection systems
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Covid-19 and its impact on fraud metrics

There’s been a reported increase in attack rates, alert rates 
and a rise in residual fraud rates - when the overall number 

of transactions is used as the denominator.
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Average amount of fraud

None
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None of these fraud trends are new, but they’re all on the rise and they 
are directly linked to our increased reliance on digital interactions. 

Emerging trends 

Fraudsters have been quick to adapt and exploit the 
pandemic with 37.7% of respondents noting a spike in 

emerging new fraud types - all related to digital channels.

Sim Swap
Cyber-criminals hijack cell phone numbers to gain access to 
sensitive personal data and accounts. 11
Phishing-related scams
Fraudsters attempt to steal sensitive data and personal information including 
usernames, passwords and credit card details, by disguising themselves as a 
legitimate, trustworthy entity in an electronic communication.

22
Account Takeover
When thieves use a legitimate customer’s details to take control of their online 
accounts to steal money, or make credit card purchases. 33

There’s clearly room for improvement given 36.7% have  
low-confidence in their fraud metrics, while a similar number 

(37.5%) admit they can’t tackle fraud across all channels.
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But 36.7%36.7%  say 
fraud metrics are not 

standardised or 
regularly measured 

within their organisation.

37.5%37.5% don’t believe 
they successfully tackle 

fraud across all channels.

Confidence and trust has two sides. Generally the level of trust is quite high at nearly 90%, but 

take a deep-dive into operational aspects and confidence drops significantly to around 60%. The 

clear challenge is in the ability to detect fraud across all channels with more than a third (37.5%) of 

companies admitting low confidence.

Fraud is integral to 3 out of 4 companies day-to-day operations.  
But nearly 1 in 4 don’t have an independent, dedicated or specialist fraud team.

Confidence and trust in fraud systems

23.6% 74.6%

89.2%89.2% believe 
fraud management 
is a high priority in 

their company.

Preventing fraud 
in challenging times


